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DIGITAL SAFEGUARDING POLICY 
 
Reviewed:  October 2017  
Review:  September 2018 

 
Our School Vision 
 
Why do learners need access to the latest technology for their education and 
wellbeing?  
 
Technology is now considered to be an essential part of modern life. In addition, the 
school has a duty to provide pupils with quality technology as part of their learning. This 
digital safeguarding policy considers the use of both the fixed and mobile devices with 
an appropriate internet connection, PCs, laptops, webcams, digital video equipment, 
mobile phones, camera phones, personal digital assistants, gaming devices and portable 
media players. It will be revised to incorporate new and emerging technologies as they 
appear. 
 
The purpose of technology use in school is to help deliver the whole school aims:  
To offer a curriculum that is enhanced by integrating ICT across all subject areas, 
promoting enjoyment, a personal sense of fulfillment, achievement and the life skills that 
will help our children thrive in the 21st Century.  
 
Wodensfield Primary School 
 
Equality and inclusion 
 
The use of technology is a part of the statutory curriculum and a necessary means of 
delivering 21st Century teaching and learning for staff and pupils. Internet access is an 
entitlement for all. However, responsible and safe use must be at its core. 

 
Management of Digital Safeguarding   
 
Roles and responsibilities:- 
 

 Headteacher 
 
The Headteacher will ensure that the digital safeguarding policy is implemented and 
compliance with the policy monitored, and that the appropriate roles (see this section) 
and responsibilities of the school’s digital safeguarding structure is in place. They will 
also report digital safeguarding developments within the school to the governing body.  
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 Nominated e-Safety coordinator 
 
The e-safety coordinator is responsible for e-safety developments in school and sharing 
of practice with staff and the wider community. They will be in receipt of current 
training on the latest guidance and procedures. They are also the main contact for the 
Local Authority e-Safety networks. All digital safeguarding incidents within the school 
will be reported to this person. They will keep the log of incidents and with the 
Headteacher make decisions about how to deal with reported incidents. 
 

 E-Safety governor 
 
The e-safety governor will liaise with the e-safety coordinator. They will report 
developments at appropriate governing body meetings. 
 

 Teacher 
 
All staff understands the need for care and caution when using technology both for 
academic and social purposes and apply it to teaching and learning situations. They will 
monitor and report any incidents to the Headteacher and e-Safety coordinator. 
  

 Support Staff 
 
As for teaching staff, however, given the nature of their role, some learners may find it 
easier to disclose incidents to them. Support staff will report any incidents to the 
Headteacher and e-Safety coordinator. 
 

 School Council representatives 
 
As a responsible member of their class the school council members need to have e-
Safety on their agenda as an item. These representatives can help to monitor at a 
learner level the appropriate use of technology within the school. 

 
The School website and Twitter feed
 
Access to high quality learning materials is becoming an increasingly important and 
necessary tool for staff and pupils. The development of the school’s website is an 
important priority for the education service and is intended to: 
 

 help raise educational standards 

 to support the professional work of staff  

 to enhance the school’s management information and business administration 
systems 

 speed up communication 

 Improve communication with parents and guardians 
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Using the Internet and WWW  to support teaching and learning 
 
Commentary 
 
The Internet and WWW offers remarkable opportunities for teaching and learning.  It 
can be used to: 
 

 find up-to-date information for projects 

 ask questions of expert scientists, geologists or horticulturists, etc, via newsgroups 

 communicate with people from different countries and cultures using email 

 get global news as it happens and read newspapers from other countries 

 attend live events such as lessons, lectures and debates on the Internet 

 find support on aspects of special educational needs such as dyslexia 

 view works of art in ‘virtual’ galleries. 
 
Working with the Internet can help pupils develop research and information skills, an 
important aspect of their education, but it also raises issues about the way children, and 
indeed adults, deal with this new form of access to information.  
Pupils need to:  
 

 know how to find what they want quickly and easily 

 be able to manage the amount of information they find and develop the skills to 
select the bits they need, not just print out or copy great chunks of other people’s 
work 

 be discerning about the information they find because anyone can publish 
material on the Internet - there is no guarantee that the information you find is 
true or accurate, so children need to be encouraged to question what they find 
and verify it against other sources. 

 
This Digital Safeguarding Policy relates to all users of the Schools’ network – pupils, 
teachers, staff, parents/guardians, governors, the school, the City Council, its agents and 
contractors, elected representatives, and employees of associated organisations and 
volunteers. 
 
This policy will be reviewed regularly in the light of changes in technology and 
legislation.  
 
Our use of the Internet 
 
The Internet is freely available to any individual wishing to use email or access materials 
or to publish their own.  Some materials available on the Internet will however be 
unsuitable for pupils and the following measures have been taken to help ensure that 
pupils are not exposed to unsuitable materials.  This is managed and monitored by the 
eServices team (based within the Schools' Technology Support Centre). 
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Consent will be required from parents/carer’s before access to the Internet and email is 
allowed to any child. In addition, staff and children will be required to sign an Acceptable 
Internet and Email Use Agreement before accesses are granted (see Appendices 
attached). 
 

 Our Internet access is purchased from Wolverhampton City Council as part of a 
package which provides high speed access to a local grid for learning. 

 Access to the Internet is gained via the City intranet and this school uses 
appropriate web filtering of materials provided by the City Council.  Children using 
the Internet will normally be working in the classroom, during lesson time and will 
be supervised by an adult. 

 Staff will check that sites preselected for pupils use are appropriate to need, age 
and maturity of pupils. 

 The School ICT Co-ordinator will monitor the effectiveness of Internet access 
strategies and make checks as necessary to ensure compliance with this policy. 

 Pupils will be educated in taking responsibility for the information they access 
whilst connected to the Internet. 

 Pupils will be informed that checks can be made on the information they are 
accessing and holding on the system. 

 Pupils will be made aware that the writer of an email or author of a web page may 
not be the person they say they are. 

 Pupils will be encouraged to tell a member of staff immediately should they 
encounter any material that makes them feel uncomfortable. 

 Access levels will be reviewed as pupils Internet use expands and their ability to 
retrieve information develops. 

 Virus protection will be installed and updated regularly. 

 A record of all staff and pupils who have Internet access will be maintained; staff 
and pupils who no longer require access will be removed from the record. 

 The Headteacher will ensure that the policy is implemented effectively. 

 Accessing unauthorised sites is not permitted. 

 All usage of the Internet will be monitored, logged and retained. 

 Email contents will be constantly monitored by Schoolmaster (where used) who 
will report any suspected misuse to school staff accordingly. 

 No user may knowingly use the Wolverhampton Grid for Learning Internet and 
email facilities to: 
(a) download or distribute pirated software or data, or 
(b) download, copy or transmit the works of others without their permission as 
this may infringe copyright. 

 
 
 
 

Virus Protection 
 

 The Wolverhampton Primary Networking facilities include virus scanning 
software which is designed to intercept any viruses in email attachments and 
files downloaded from the Internet.  This is also monitored through our ICT SLA 
with eServices team and our dedicated technician Marc Doley. 
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 In addition to the above resident, virus scanning software must be installed on 
appropriate school equipment to prevent the introduction of viruses to the 
network from this source. The school uses AVAST Anti-Virus software, which is 
installed on all machines that are connected to the network and therefore the 
internet. This software is updated regularly to ensure all machines are protected 
from the latest threats. 

 

Email 
 
Our use of email 
 
This school has adopted the use of its own email facility, through Microsoft. This is free 
for the school due to our purchasing of Microsoft Office.  Office 365 is an email 
application that is simple yet powerful and has been updated to become more intuitive 
for staff.  It is integrated with other applications such as discussion groups and file 
sharing (ONE DRIVE) to transform it into a powerful learning and teaching tool. 
 
To safeguard our pupils: 
 

 At present no pupils use email in school.  When we do look to progress with this 
roll out to pupils, only pupils aged 7 years or over will have their own email 
accounts. 

 Where pupils have their own email addresses it is the Council’s policy that pupils 
will not be identifiable from emails. 

 Parental consent will always be obtained when pupils are accessing/retrieving 
email outside the recommended LP+ community. 

 Pupils will need to be aware that others may read messages received or sent. 

 Pupils will be encouraged to report any unpleasant material or messages sent, the 
report will be confidential and would help to protect other pupils. 

 Administrative staff/teachers/governors will use individual email addresses that 
clearly identify their name and school. 

 All email sent outside the Schoolmaster domain MUST include a disclaimer.  The 
Schoolmaster disclaimer is shown below: 

 
This email and the information it contains are confidential and are intended solely 
for the use of the intended recipient.  If you are not the intended recipient, or the 
person responsible for delivering it to the intended recipient, you may not copy, 
disclose, distribute or use it in any unauthorised manner.  If you have received this 
email in error please notify office@wodensfield.org  and then delete it and any 
attachments with it. 
 
Any views or opinions expressed within this email are personal and may not 
necessarily reflect those of our school, unless explicitly stated otherwise. 
 
Our school cannot guarantee that this message or any attachments are virus free 
or have not been intercepted and amended. 

 

 

mailto:office@wodensfield.org
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School Web Site 
 
Commentary 
 
The school web site has been updated through our work with a graphic designer.  It will 
provide a public facing homepage and provides an important mechanism for 
communicating with parents, governors and the wider community.  It is also a useful 
tool for providing samples of pupils work. 
 
Our school Web Site: 
 

 Any personal or contact information for pupils will not be made available on the 
school web site. 

 If photographs, videos or sound recordings of pupils are used then these require 
prior consent from parents (consent letter signed at start of year). 

 The Headteacher will delegate editorial responsibility to ensure that the content is 
accurate and quality of presentation is maintained.  This is supported through an 
SLA with the e-Systems Development Team 

 Pupils will be taught to publish for a wide range of audiences that might include 
Governors, parents and young children. 

 The school website is intended to promote the school and celebrate the work of 
pupils and staff. 

 All material must be the author’s own work, or where permission to reproduce has 
been obtained it is clearly marked with the copyright owners’ name. 

 

Data Protection 
 
The Data Protection Act came into force on 1 March 2000, and from 24 October 2001 
covers the processing of paper records.  The Act is not optional every school must 
comply with the provisions of the Act; the school is also responsible if a person suffers 
harm or damage due to the infringement of the Act. 
 
School websites are an important link to the community, and a means of promoting 
school activities and events.  This however also means that information on the website 
has the capacity of being passed outside of the LA and as such stringent rules apply. 
 
In accordance with the Act, this school will: 

 Obtain the consent of parents prior to publishing any child’s information on a web 
page. 

 Only publish photographs of children with prior consent of parents. 

 Seek advice from the City Council when required. 

 AUPs and rules for Internet Use, for Staff and children, are available on request. 
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Safeguarding 
 
ICT – Where it is covered in the curriculum? 
 

1. ThinkuKnow – site shared with all the children. 
 

2. Being safe online – SMART posters in Junior classrooms, KS1 ICT suite and KS2 
ICT suite. 

 
3. Social Groups (PHSE and Citizenship) – session each year in Years 3 – 6 

 
Upper Junior: Chatroom safety, cyber bullying, mobile bullying 
Lower Junior: Internet safety 

 
4. Assemblies – Being Safe, PCSO class assembly workshops 
 
5. Children not using the Internet unattended - SMART 

 
6. Through ICT lessons children are taught to: 

 

 search effectively on the Web 

 recognize copyright when creating multimedia materials 

 be aware of viruses 
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FAO – ALL STAFF  
 
Each school is advised to consider how these guidelines may be incorporated in to 
existing procedures and the IT policies in practice in school. 
 
All staff should be made aware of the following: 
 

 References to places of work, school, telephone numbers or addresses, should 
not be given on websites 

 

 No reference to roles at work, job titles or confidential information should given  
 

 Colleagues should not be subjected to inappropriate or unwanted reference 
either in writing or photographs 

 
This guidance is to help staff become aware of the best practice when using social 
websites. 
 
It is designed to ensure staff understands that the school and colleagues should not be 
compromised by inappropriate comments. 
 
It will be deemed a disciplinary offence should these guidelines not be adhered to. 
 
Should any member of staff be unsure of how to interpret these guidelines, then advice 
should be sought from the Head Teacher. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Digital Safeguarding Page 9 
 

Health & Safety 

 
Hazards Person Affected Controls 

Fire All Pupils Fire escape routes and exits to be kept clear of 
obstructions at all times and clearly marked with 
approved signs (especially in ICT room). 
Fire extinguishers, alarm points to be kept clear of 
obstruction at all times. 
Pupils to be instructed in emergency evacuation  
Procedure. 

Electricity All Pupils & Staff All mains powered portable electrical appliances to 
be in good working order and tested for electrical 
safety. 
Leads should be visually examined for damage 
before using.  Damaged electrical leads must not 
be used. 
Equipment must be removed from service and 
repaired before re-use. 
Avoid trailing leads. 
Mains leads etc. not to be permitted to trail across 
walkways, near heated surfaces etc.  
Each item of electrical equipment to have its own 
240 volt socket. 
All 240 volt outlets to be connected via an ELCB or 
equivalent. 

General All Pupils & Staff Ensure adequate lighting. 
Ensure classroom temperature appropriate.  
Appropriate clothing to be worn. 
Sensible footwear to be worn (not sandals, high 
heels etc.). 
Each pupil to have adequate workspace. 

Manual Handling 
Moving 
laptops/trolley 

All Staff & Pupils Where moving equipment may involve risk to 
pupils (e.g. moving trolleys) an assessment must be 
undertaken to establish a safe working procedure 
for lifting and carrying. 
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Acceptable User agreement (KS1, KS2, Adults) 
 

AUP Guidance notes for learners in KS1 
 
When I am using the computer or other technologies, I want to feel safe all the time.   
 
I agree that I will: 
 

 always keep my passwords a secret 

 talk to my teacher before using anything on the internet 

 only open pages which a responsible adult has said are OK 

 tell a responsible adult if anything makes me feel scared or uncomfortable 

 not give my mobile phone number to anyone who is not a friend in real life 

 not tell people about myself online  (I will not tell them my name, anything about my 

home and family and pets) 

 not upload photographs of myself onto the internet  

 never agree to meet a stranger 

 only communicate with people I know in real life 

 tell my teacher if I get a nasty message through a computer or phone 

 not reply to any nasty message or anything which makes me 

feel uncomfortable 

 make sure all messages I send are polite 

 only email people I know or if my teacher agrees 

 
 

I understand: 
 Using computers safely can make everyone’s learning more enjoyable  

 Anything I do on the computer may be seen by someone else 

 

 

 

Name ………………………………………………..   Date ……………………. 
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AUP Guidance notes for learners in KS2 

 
When I am using the computer or other technologies, I want to feel safe all the time.   
 
I agree that I will: 
 

 always keep my passwords a secret 
 only visit sites which are appropriate to my work at the time 
 work in collaboration only with individuals or groups agreed by my teacher or other 

responsible adult 
 tell a responsible adult straight away if anything makes me feel scared or uncomfortable 

online 
 make sure all messages I send are respectful  
 inform a responsible adult if I get a nasty message or get sent anything that makes me 

feel uncomfortable 
 do not reply to or forward any nasty message or anything which makes me feel 

uncomfortable 
 do not give my mobile phone number to anyone who I don’t know or have not met  
 only email people I know or those approved by a responsible adult 
 only use email in school (if and when this is provided) 
 only connect to the agreed school wireless broadband while in school 
 talk to a responsible adult before joining chat rooms or networking sites  
 I will inform a responsible adult if I come across anything in chat rooms or networking 

sites that makes me feel uncomfortable 
 always keep my personal details private. (My name, family information, journey to 

school, my pets and hobbies are all examples of personal details) 
 always check with a responsible adult and my parents before I upload photographs of 

myself 
 never meet an online friend 

 
 

I understand: 
 

 Using computers safely can make everyone’s learning more enjoyable  
 Anything I do on the computer may be seen by someone else 
 Most social networking sites have a minimum joining age and it is a criminal offence to 

give false information e.g. lie about my age or gender 
 Not everyone on line is who they say they are 
 Check with an appropriate adult the settings and security of new apps I download/use 

 
 
I know that once I post a message, picture or any other item on the internet then it is completely 
out of my control. 
 
I know that anything I write or say or any website that I visit may be being viewed by a 
responsible adult 
 
 
Name ………………….…………………………..   Date ………………………. 
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AUP for Staff and Senior Students 
 

Staff and students requesting Internet access must sign a copy of this and return it to the ICT Co-
coordinator for approval before access will be granted. 

 

The computer system is owned by the school and is made available to students to further their 
education and to staff to enhance their professional activities including teaching, research, 
administration and management.  The school's Internet Access Policy has been drawn up to protect all 
parties - the students, the staff and the school. 

The school reserves the right to examine or delete any files that may be held on its computer system or 
to monitor any Internet sites visited. 

 Access must only be made via the authorised account and password, which must not be 
made available to any other person. 

 All Internet use should be appropriate to staff professional activity or student's education. 

 Activity that threatens the integrity of the school ICT systems, or that attacks or corrupts other 
systems, is forbidden. 

 Sites and materials accessed must be appropriate to work in school.  Users will recognise 
materials that are inappropriate and should expect to have their access removed. 

 Users are responsible for email they send and for contacts made that may result in email being 
received. 

 The same professional levels of language and content should be applied as for letters or other 
media, particularly as email is often forwarded. 

 Posting anonymous messages and forwarding chain letters is forbidden. 

 Copyright of materials and intellectual property rights must be respected. 

 Use for personal financial gain, gambling, political purposes or advertising is forbidden. 

 I will report any incidents of concern regarding children’s safety to the e-Safety coordinator who 
is the Headteacher.  (Designated Safeguarding Lead and ICT coordinator). 

 I will ensure that electronic communication with pupils and parents/carers including email and 
texting are compatible with my professional role and the messages cannot be misunderstood or 
misinterpreted. 

 I will promote e-safety with students in my care and will help them to develop a responsible 
attitude to system use, communications and publishing. 

 When using social network sites staff should not: 

a) Make reference to places of work, school, telephone numbers or addresses. 

b) Make reference to role at work, job title or confidential information. 
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c) Make reference to colleagues through inappropriate or unwanted means either in 
writing or photographs. 

I have received and read a copy of the schools Internet and Email policy and agree to abide by it.  I 
understand my accesses will be monitored. 
 
 

Full name _________________________  Form/post _________________________ 

 

Signed _________________________  Date _________________________ 

 


